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U.S. DISTRICT COURT

IN THE UNITED STATES DISTRICT COURT N.D. OF ALABAVA
FOR THE NORTHERN DISTRICT OF ALABAMA
NORTHEASTERN DIVISION

The Board of Trustees for The
University of Alabama, for and on
behalf of The University of Alabama,
in Huntsville,

Eept
l...; S

CASE NO.: 5: 22—CV~1565 ich
Plaintiff,
Ve

Vahid Heydari,

i i i o i T i S N

Defendant.

”ANswER'

First and foremost, the defendant would like to extend his deepest respect and grat;tude to The
University of Alabama at Huntsvﬂie for supportmo hls doctoral studies and everything its
world-renowned faculty members taught him durmg the time he spent at UAH as a student.
The defendant would never take any action that could potentially harm his Alma Mater and

would be more than happy to make any reasonable effort to clarify the misunderstandings.

Answer to Paragraph #2: For your information, the defendant is a permanent resident of the

U.S. and currently resides at 6557 River Run, Columbia, MD 21044.

Answer to claims of “Jurisdiction and Venue”: The defendant has already submitted a

Motion to Dismiss and explained his reasons (mailed on December 19, 2022).

Answer to Paragraph #7: The defendant denies that his employment as a graduate teaching
assistant at UAH was specifically for the p‘Lirpose of working on the Moving Target Defense
(MTD) project. A graduate teaching assistant’s responsibility does NOT include research or
development.
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Answer to Paragraph #8: The defendant acknowledges that the MTD software works by

rapidly changing the IP address of a networked device, which disguises the attack surface and
makes it difficult for attackers to target. However, the defendant disputes the claim made in
Paragraph #8 that the MTD can be modified to work with Internet Protocol Version 4 (IPv4).
The defendant asserts that MTD is based on changing the IPv6 address of a device and that,
due to the limited address space of IPv4, the MTD cannot be effective on IPv4.

Answer to Paragraph #11: The defendant disputes the claim that these methods, processes,
and know-how are not generally known. The defendant asserts that all research results,
including methods, processes, and know-how, developed during his PhD study at UAH have
been published to the public via papers, presentations, his dissertation, and issued patents.
Therefore, the defendant believes that the methods, processes, and know-how he developed are

publicly available,

Answer to text under Paragraph #25: The defendant denies that he developed and marketed
an infringing software while cutting out UAH and Obtego. The plaintiff has not provided any
evidence to support this claim. The defendant asserts that the New Technology (MTD IPv4) he
has developed has been done independently and without using any confidential or proprietary
information belonging to UAH or Obtego. The defendant further asserts that he has not
marketed any infringing software and has not engaged in any activities that would suggest that
he is cutting out UAH or Obtego. Therefore, the defendant believes that the claim made here

is unfounded and without merit.

Answer to Paragraph #26: The name “Moving Target Defense — Prevention of Remote and
In Situ Attack” has not been defined in the Consulting Agreement. This name is new to the

defendant.

Answer to Paragraph #27: By intentionally naming the new technology “MTD IPv4” by
UAH a similar name to “MTD” and “MTD-PRISA”, it does not mean the New Technology
(called MTD IPv4 by the plaintiff) is derivative.
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MTD is an acronym for “Moving Target Defense.” The US Department of Homeland Security
defines Moving Target Defense as “the concept of controlling change across multiple system
dimensions in order to increase uncertainty and apparent complexity for attackers, reduce their
window of opportunity and increase the costs of their probing and attack efforts.” However,
the New Technology that the defendant has developed is not an MTD technology as it is not
moving or changing any system dimensions. Therefore, naming this new technology “MTD
1Pv4” is an intentional effort to mislead the court. Note that even in the Summons, the plaintiff
defines MTD as a method based on “changing the IP address of a networked device repeatedly

at a fast pace” per the paragraph below:

8. The MTD works to prevent cyberattacks by chat

e By rapidly changing the IP address, the
software d?sgﬁises the attack surface of the device and makes it difficalt for an
attacker to farget. The MTD works with networked systems nm_ning Internet
Protocol Version 6 (“IPv6”). The MTD, with some modifications, can also work

with Internet Protocol Version 4 (“IPv4™).

This single point, that is, the New Technology is not a derivative work, rebuts the claim of

derivativeness of the new work.

To further clarify and rebut the claim of derivativeness of the new work, one can refer to the
text of the Summons, where the plaintiff defines derivativeness as a “derivative work” that is
one “based upon one or more preexisting works.” To show that the new technology is not based
on the previous work, it suffices to note that the most critical feature of the previous work is

switching the IP addresses, per the text of the summon:

8, The MTD works to prevent cyberattacks by ehiatiging

st pace. By rapidly changing the IP address, the

However, again, the new work does NOT change the IP address. It may further be clarified by
noting that once no attack surface (IP address) is changed, using the name of MTD (moving IP

address) is totally inappropriate and misleading. If the defendant, the inventor of all these
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technologies, was supposed to name the so-called MTD-1Pv4, he would go with “None-MTD”

software.

Please note that even if a new technology is based on Moving Target Defense and works on
IPv6 and rotates the IP addresses, it still does not mean that the technology is a derivative work
of UAH MTD patents/software. For example, another patented technology (US 2013/0212249
Al) is an MTD method that changes the IP addresses for IPv6 devices. However, the New
Technology has nothing to do with MTD and IP address rotation. In general, it is very clear
that the New Technology is not derivative of UAH MTD patents/software.

Answer to Paragraph #28: The plaintiff claimed that “Heydari claimed that his MTD IPv4
software had nothing to do with MTD, MTD-PRISA, UAH, Obtego, or anyone else and
therefore Heydari was the sole owner of the MTD IPv4.” The defendant had not claimed that
he is the sole owner of the New Technology (called MTD IPv4 by the plaintiff) before the
plaintiff submit the summons. This is a False Evidence. Howerver, the defendant is indeed the
sole owner of the New Technology as of 2/24/2023 because the 2021 Product Deployment

Agreement is terminated and deemed null and void.

Answer to Paragraph #29:

I- As mentioned in paragraph #27 of the Summons, “In January 2021, Heydari disclosed
to Obtego that, "[ dJuring the past few months," he had invented a "new" technology to
hide the attack surface.” So, the New Technology (called MTD IPv4 by the plaintiff)
was invented/created during Winter of 2020 and the defendant was not working as
Obtego’s paid consultant at that time. Note that the deadline for the Consulting
Agreement was June 1, 2019.

2- By saying "the only way that I am aware of to implement v6 is in a similar way that I am
implementing v4," the defendant meant that the only way he could achieve Hiding the
Attack Surface for IPv4 was to completely DROP the idea of changing IP address of

devices and invent a completely NEW solution for IPv4 (named v4 in that email). That
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means the defendant could not implement MTD as it needed an IPv6 network, and he

invented a new technology to hide the attack surface WITHOUT rotating IP addresses.

Answer to Paragraph #30: The plaintiff's claim that Heydari could not have developed the
MTD IPv4 without using the UAH-owned MTD and MTD-PRISA, is not supported by any
evidence. As previously mentioned, the defendant invented the New Technology (called MTD
IPv4 by the plaintiff) during the Winter of 2020 and he was not working for Obtego at that
time. Additionally, the defendant has stated that he did not use any of UAH's technology in the
development of the New Technology (called MTD IPv4 by the plaintiff). Therefore, the

piaintiff's claim is unfounded.

Answer to Paragraph #31 to #37: Based on the Settlement Agreement signed between the
defendant and Obtego Cyber (dated 2/24/2023), the Product Deployment Agreement is
terminated and deemed null and void, the terms and conditions of the Product Deployment
Agreement, including the transfer of ownership of the New Technology (called MTD IPv4 by
the plaintiff) to Obtego Cyber, are no longer applicable. Therefore, the defendant and Obtego

Cyber do not have any further rights or legal obligations under the agreement as stated below:

Obtego Cyber and Dr. Heydari agrees that the agreement entitled, “Obtego Cyber LLC 2021
Product Deployment Agreement” is hereby terminated and deemed null and void and neither
party shall have any further rights or legal obligations thereunder.

This Agreement shall supersede and replace all prior agreements and
understandings, oral or written, between the Company and Dr. Heydari,
Answer to Paragraph #38: The defendant is the sole owner of his New Technology (called
MTD 1Pv4 by the plaintiff) as the Product Deployment Agreement is terminated and deemed
null and void. As of now, the defendant has not attempted to commercialize the New
Technology. Therefore, the plaintiff's claim that "Upon information and belief, Heydari has
Jurther begun offering the MTD IPv4 to customers on his own, thereby cutting Obtego and

UAH out of any proceeds" is insufficiently supported and lacks evidence.

Answer to Paragraph #39:

1- Obtego has never requested the defendant to provide the source code.
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2.

The Lack of Evidence for this claim is proof of its falsity. The defendant confirms that
UAH requested that he provides the source code for the New Technology. The defendant
also confirms that he has not provided the source code as providing the source code was
continget upon a certain payment made by Obtego to the defandant. Given the payment
was not made, the defandant was under no obligation to provide the source code.

Being derivative or not needs a trusted third party or court to decide, not one of the
parties with the claim. UAH has never seen the source code of the New Technology and
does not know the detail of how it works. Therefore, UAH cannot simply assume that it
is derivative.

UAH first asked Obtego to provide Obfuscated source code as shown below (March 7,
2022):

If for any reason ‘you do not feel that all technologies de\'eloped by Obtego are considered
Derivative: Work(s), you need 1o ipt - ogether
with all doqnmantatmn “This would enable UAH fo make our own: detemunaﬁon as 1o whether the
technologies developed are Derivative Worlk(s). h

To show his good faith, the defendant informed Obtego that “7 am officially informing
you that the obfuscated source code with explanation is ready (since Monday as we
talked) based on the UAH request. As soon as UAH signs the NDA, please let me know
to send it lo you” via email on March 17, 2022. The defendant also asked for an NDA
with his name along with Obtego on that. UAH signed an NDA with Obtego without
mentioning the defendant’s name on it. Again, to show his good faith, the defendant
informed Obtego that he was ready to send the obfuscated code with an explanation.
However, UAH changed its mind and asked for the full unobfuscated source code by
sending a message below to Obtego, “fwe want] all the codes without removing or
hiding anything. Also, we would not need an explanation as to why he does not considers
it derivative work. And explanation on how it works should accompany the codes. [We]
want to see unobfuscated codes.” Their request was completely illogical, so the

defendant stopped showing good faith in that regard.
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UAH sent a Notice letter to the defendant and asked for the source code of any and all

technologies that the defendant developed as of that date, shown below:

Accordingly, UAH demands that you immediately, but no later than five (5) davs from
the date of this letter, but no later than September 27 2022 provide a copy of all source codes
and documentation for all Improvement Software, including without limitation all technologies
'ou have implemented as 2 g the Licensed Products 3l
Even if you believe that such tectmologies do
not constifute Derivative Works, you must provide UAH with complete, non-obfuscated source

It can be seen that UAH started by demanding the obfuscated code of the New
Technology to the full source code of “any and all” technologies developed by the
defendant. It was a completely unreasonable demand. The defendant is currently seeking
legal advice to see if he can file a lawsuit for Bullying & Harassment based on the
provided evidence and what has happened to him during filing patent applications when

he was a UAH student.

Also, UAH provided no evidence and no reasoning to support their demand in the Notice

shown below:

It has come to UAH’s attention that, while working with Obtego,
unprovements to the software product (“Improvement Software™).
developed the Improvement Sofiware using certain software, dat mformation that UAH
provided to Obtego subject to the Licensed Rights. that the Improvement
Software is a Derivative Work under the License Agreement and the Copyright Act. Accordingly,
UAH has requested, through Obtego, a copy of the source codes and documeniation for the
Improvement Seftware. However, to this date you have refused to provide UAH or Obtego with
the requested information.

_developed
that vou

Please note that the defendant does not trust certzin employees of UAH based on his
experience, as they have already tried to steal from the defendant once. When the
defendant invented MTD at UAH, certain UAH employees asked him to have their
names as the inventor in the patent applications. They tried to harass him based on the

defendant national origin. Evidences of these claims are available and can be presented
if needed.

The defendant is an Associate Professor and the Director of the Center for Cybersecurity

and Education at Rowan University in New Jersey. He has been awarded more than
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$1.6M in federal funding in the field of cybersecurity on multiple different projects. He
is the research advisor of multiple students working on different topics related to
cybersecurity. That shows the defendant, as a cybersecurity scientist, is able to work on
multiple unrelated cybersecurity projects simultaneously. Therefore, this assumption
that every research topic the defendant is working on could be derivative of UAH patents

is wrong.

Answer to Paragraph #40: The claim that Heydari has threatened to disclose the source code
of MTD, MTD-PRISA, and MTD IPv4 to third parties is not supported by any evidence.

Therefore, this claim seems baseless and without merit.

Answer to Paragraph #43: The defendant denies that the New Technology is a derivative
work of the MTD and MTD-PRISA. This claim is not supported by any evidence. Therefore,

this claim seems baseless and without merit.

Answer to Paragraph #45: the 2021 Product Deployment Agreement is no longer valid
(terminated and deemed null and void). Therefore, any provisions related to the assignment of

rights under that agreement would no longer be applicable.

Answer to Paragraph #46: As the 2021 Product Deployment Agreement is terminated and
deemed null and void and neither party shall have any further rights or legal obligations
thereunder, Obtego does not have any rights in the New Technology to assign them to the
plaintiff.

Answer to Paragraph #47: Lack of Evidence. The plaintiff did not provide any evidence to

support this claim.

Answer to Paragraph #49: Lack of Evidence. The plaintiff did not provide any evidence for

this claim.

Answer to Paragraph #51: Only MTD and MTD-PRISA are the property of UAH. As the
2021 Product Deployment Agreement is terminated and deemed null and void, the defendant

is the sole owner of the New Technology.
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Answer to Paragraph #52: Only the source codes of MTD and MTD-PRISA are trade secrets

owned by UAH. As the 2021 Product Deployment Agreement is terminated and deemed null

and void, the source code of the New Technology is the trade secret owned by the defendant.
Answer to Paragraph #53: Only MTD and MTD-PRISA are the property of UAH.

Answer to Paragraph #55: The 2021 Product Deployment Agreement is terminated and

deemed null and void.

Answer to Paragraph #56: The 2021 Product Deployment Agreement is terminated and

deemed null and void.

Answer to Paragraph #57: Lack of Evidence. The plaintiff did not provide any evidence for

this claim.

Answer to Paragraph #58: Lack of Evidence. The plaintiff did not provide any evidence for

this claim.

Answer to Paragraph #59: Lack of Evidence. The plaintiff did not provide any evidence for

this claim.

Conclusion: The defendant is not a lawyer, but as a scientist, he knows that each single claim
needs to be supported by some evidences. The plaintiff’s lawyers provided False Evidence, No
Evidence, or Insufficient Evidence (such as upon information and belief, UAH beliefs, etc.).
They baselessly accused the defendant of stealing from UAH’s copyrighted cybersecurity
software. When the defendant startup company Obtego was in its best shape and installed the
New Technology at over 10 companies on a trial basis (ref: UAH letter to Obtego, March 7,
2022), UAH claimed that UAH believes that all technology developed by Obtego to date is
derivative of the IP licensed from UAH (ref: UAH letter to Obtego, March 7, 2022) without
providing any evidence on why they believe that. UAH harmed Obtego as Obtego had to start
dealing with them instead of working on commercializing the New Technology, so Obtego lost
its window of opportunity. When the defendant agreed to provide obfuscated code and

explanation as requested by UAH, they continued bullying and demanding the full
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unobfuscated source code without signing an NDA with the defendant. Now, we can see who

is knowingly, intentionally, and maliciously trying to harm the other party.

Date: 4/13/2023

Signature: /[_] ﬂ‘/ﬁg// A‘

Regards,

Vahid Heydari, Ph.D.
6557 River Run
Columbia, MD 21044
(732) 829-5393
v.heydari@gmail.com
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CERTIFICATE OF SERVICE

Filed 04/18/23
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I hereby certify that I have mailed by United States Postal Service the document to the

following:

Deputy Clerk

NORTHERN DISTRICT OF ALABAMA
101 Holmes Avenue

Huntsville, Alabama 35801

Jeffrey D. Dyess

BRADLEY ARANT BOULT CUMMINGS LLP
1819 Fifth Avenue North

Birmingham, AL 35203

Hunter W, Pearce

BRADLEY ARANT BOULT CUMMINGS LLP
200 Clinton Avenue, Suite 900

Huntsville, AL 35801

Vahid Heydari
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